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PaHcomBep Kao Mogen npy:Kakba ycnyra

(Ransomware-as-a-Service)

PaHcomBep npeacTaB/ba jeaHy 04 HAj3aCTYN/beHUUX MHTEPHET npeThoun. CTaTUCTUYKM nogaum EBponcke
areHuuje 3a MpexHy u uHbopmaumoHy OeszdegHoct (ENISA)* ykasyjy aa je Tokom 2022. roauHe
3abenexeH nag dpoja n3HyheHux nnaharba KpTaBa paHcoMBep Hanaza, Aok ce y 2023. roaMHM NOHOBO
denexun muxoB nopact, daw Kao n nopact 6poja HansaheHUX U3HYAa. Y3poOK nopacTa je yBohere T3B.
"Oynne nsHyae'" Kao AoAaTHoOr odanKa usHyhmearba. YKOANKO y3MeMOo Yy 003Mp U YMHbEHULLY NPUCYCTBA
BelUTayKe WHTeNureHumje M moryhHocTM reHe 3n0ynoTpede, TO HaM jacHO MOXe yKasatu ga he
paHcomBep Hanag v gasbe OUTU y camoM BPXY JIMCTE Haj3acTyn/beHUjux cajdbep Hanaga v Aa je npMmeHa
NpPeBeHTUBHMX Mepa jeaHa o4 Hajbo/bMX MEeTOAA 3aLUTUTE 04, PAaHCOMBEP Hamnaaa.

PaHcomBep (eHr. Ransomware), je TUN mansepa (MaANLMO3HM NPOrPaMCKM KOZ) KOjU je ycMepeH Ha
HeoBnawheHo npuctynate UMHGOPMALMOHUM cUCTEMUMA UM ypehajy, ca 3a4aTKOM [a KOPUCHUKY
NIMMUTUPA NPUCTYN, AW Oa 3aK/bydya oapeheHe ¢ajnoBe M gaToTeKe M Ha Taj HAYMH Yy MOTMYHOCTU
oHemoryhu npuctyn HanagHyTom MHbOpMaumMoHOM cuctemy mamn ypehajy. Kpajwn un/b Hanagava je
NPOTUBNPABHO CTULLAHE MMOBUHCKE KOPWUCTU, ann MoOXKe OMTU 310ynoTpeds/beH M 3a OCTBapUBaHE
NOSIMTUYKMX, OLHOCHO XaKTUBUCTUYKMX ULW/beBa. HakoH HeosnawheHOr npucTyna M 3aK/bydaBahba
dajnoBa UM AaToTeka, HanaZauyu LWasby NOPYKY Koja ce NojaB/byje Ha MOHWUTOPY MKPTBE KOja CaapiKu
WMHCTPYKLMje 33 OTKYN AEKPUNUMOHUX K/byyeBa (Nporpamckm Koz, 3a OTK/byyaBakbe), KOju OU KpTBU
Tpedano ga omoryhu NOHOBHU NPUCTYN UHOUUMPAHUM ajI0BUMA UM JaTOTEKAMA.

Tokom cBOr pa3Boja, PaHCOMBEp je NpeACcTaB/bao TUN cajdep Hanaza Koju je, npe ceera, SO ycmepeH Ha
duM3MYKa mua, ogHOCHO nojeanHLe. Pasior Tome je S1MO HM3aK HMBO cajdep KynType nojeamHua, Koja ce
Hajnpe ornegana y Kpenpary CaMo jefgHe U YecTo jeHOCTAaBHE I03MHKE 33 NPUCTYN MHTEPHET HA03UMa,
Kao M HeafeKkBaTHA 3awTtuta ypehaja y BuAy 0ACYCTBA NMLEHUMPAHUX aHTUBUPYCHUX codpTBeEpa.
Mannumno3HM NPOrpamcKm KoZ, 3a OTK/by4aBatbe eHKPUNTOBaHUX $ajnosa u AaToTeKa je yecTo dumo nower
KBa/IMTETA W HUje OTK/byyaBao cBe WHPUUMpaHe patoTeke. Ca pgpyre cTpaHe vecT npodnem je
npeacTas/bana U HemoryhHoCT dp3e peanunsaumje UsHyae 3axTeBaHe cyme HOBLA. To cy duna ABa OCHOBHA
M3a30Ba Ca KOjMMA Cy Cce Cyo4yaBasie XPTBe, a/n U Hanagaum npuaMkom Kopuwhera paHcomBepa.

Ca yHanpeherem MasMLMO3HOT NPOrPaMCKOr Koaa, PacTao je U HUBO COPUCTULLMPAHOCTM HaNaaa, WTo je
xakepuma omoryhuno ga ycmepe cBoje Hanage Ha mana u cpegrba npeayseha, a 3atum 1 Ha Behe 1 Sosbe
sawTnheHe cucteme. OHemoryhaBarbe paja Be/MKUX CUCTEMA NPEACTaB/ba BENMKM M3330B KaKo 3a
KOHKPETHO NPaBHO /INLE, TAKO M 3a CBE OHE KOjW KOpPUCTE yCaIyre AN MPOon3BoAe HanagHyTe opraHusaumje.

OpraHusoBakbe cajdep Hanaga Ha NpaBHa AnUa je Hanagaunuma omoryhuno u Behy 3apagy, WTo je KacHuje
BOAM/IO Ka opraHu3oBaky Beher dpoja xakepa y ,,KopnopaTUBHU MOAEN NOCA0Bakba’’, Kao 1 passoja Raas
(Ransomware-as-a-Service) ycnyra.

Raa$ ycnyre 3anpaBo npeacTas/bajy HOBU OM3HUC MoAen AM3ajHMpaH o cTpaHe Behux U 030U/bHUjUX
XaKepCKUX rpyna Koje Kpeupajy ogpeheHu TMn paHcoMBeEpa M Hyae ra Ha Npogajy 3auHTepecoBaHUM
Kynuuma, Suno fa je pey o gpyrum Xakepckum rpynama, duio Aa roBoprmo o NOTeHUMjaTHUM Kynuuma

* https://www.enisa.europa.eu/publications/enisa-threat-landscape-2023
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KOjU HEMaAjy TEXHMUKA 3Hatba, ann U3 ogpefheHUX MHTepeca Kene Aa NoKpPeHy PpaHCOMBEpP Hanag, Ha HeKu
MHPOPMALMOHKN cUCTEM. XaKepCKe rpyne ceoje Raas ycnyre Hajuewhe Hyde 3aMHTEPECOBAHUM KynuMma
nyTem peknama Ha Dark Web-y. Kynal, ce moxe ogly4ymT 33 pas/iMunTh ,,NakeT ycayra’”’ Koje cy 4OoCTynHe
y oaroBapajyhem LEHOBHOM paHry - Of jeAHOKpaTHe yc/ayre, na CBe A0 MECEeYHUX WAU APYrux
oprosapajyhux mogena ,,npetnnarte’”.

Yy npoAay*eTRy Cce Hana3n KpaTakK ONnNC OCHOBHUX AeCET KOPaKa 3a U3BpLUaBambe PaHCOMBep Hanaga:

1. aHanusa v ogadup noTeHumjanHe KpTsee,

2. aHanusa oadpamdeHmnx Kanauuteta MHGOPMaLMOHOT CUCTEMA XKPTBE,

3. YKOAMKO KPTBa MMa KBAJIUTETHY 3aLUTUTY CUCTEMA, NPUCTYNA Ce aHaNn3M oadpamdeHunx Kanaumteta
MHGOPMALMOHOT CMCTEeMA NOBE3AHMX KOMMNAHKja Cca KOjUMa KPTBa MMa OCTBAPEHY NOC/IOBHY Capakby,
KaKo Ou ce ynasio NpeKko TUX cucTema Koju umajy cnadujy oadpaHy,

4. ynag y cuctem KpTee (Hajuewhe To moxe duTK nomohy duLIMHIA, KOMAPOMUTAUMje NMOC/IOBHE
KopecnoHaeHuuje — BEC, uckopuwhaBarba parbMBOCTU CUCTEMA KOjU HWje axKypwupaH, unu RDP
npucTyna) Koju Hanagadnma omoryhasa npucTyn MHGOPMALMOHOM CUCTEMY XKPTBE,

5. Konupake nogaTtaka M3 CMCTeMaA KPTBE Ha CUCTeM Hanagaya 3a notpede ,, Aynne usHyae”,

6. aHanu3a NOCN0BHMX NpoLeca W nogaTaka Ha OCHOBY Npey3eTUx MHPopMaLMja N3 CUCTEMA KPTBE,

7. aKTMBMpawe opgrosapajyher paHcOmMBep NPOrpamcKor KoZa KOju 3aK/byyaBa [AaToTeKke Ha
MHOOPMALMOHOM CUCTEMY XKPTBE,

8. 3axTeBarbe OTKyNa AEKPUMNUMOHMX K/by4eBa y KPUMNTO BaiyTH,

9. npeTha jaBHUM 0OjaB/bMBaFbEM MNPEKOMUPaAHMX MOCAOBHUX WM JIMYHWUX MoZaTaka nytem Meauja

(,,4ynna nsHyga”’),
10. gocTas/barbe AEKPUNUMOHMX K/bydeBa (y CyyajeBMma Kada »KpTea naath usHyheHy cymy HosLa).

BoheHu ,,KopnopaTMBHUM MOLENOM NOC0Bakba’ XaKepcKe rpyne ce gaHac yr1aBHOM OpraHusyjy 1 page
Yy TMUMOBMMA. JeHa rpyna paau aHannsy GUHaHCKUjCKMX M MOCNOBHMX NogaTaka Npuankom ogadumpa xprse,
LOK ApYyrvi TUMOBM MOTY PagyTi Ha aHaM3K NOBE3aHUX KOMMNaHKWja Y Hamepu Aa 3n1o0ynoTpedom pecypca
nosesaHe KomnaHuje omoryhe HanagauyvMma NakwWwy NPUCTYN CUCTEMY Kpajbe KPTBE paHCOMBEP Hanasa.

3a notpebe Hanaaa, xakepw ce Hajuewhe oany4yjy 3a GUHULIN HanNad, Kao yaa3HW BEKTOP, an TO MOXKe
d1TH n nckopuwhasarbe HeKe o4, ParbnBOCTU MHGOPMALMOHOT CUCTEMA KPTBE, Kao U 3noynotpeda RDP
(Remote Desktop Protocol) npuctyna cuctemy.

HaKoH ynaga y cuctem XpTBe, Xakepu page AeTa/bHy aHann3y Noc/A0BHMX NpoLeca 1 nogataka, Kako du
Ha OCHOBY Te aHa/M3e MOIM A4a OpraHM3yjy Hanaa v AedUHULLY KOjU je peasiHn M3HOC OTKyMa Koju mory
3axTeBaTV Of, *KPTBE. Y OBOM KOpaKy Xakepu Takohe npeysumajy ogpeheHy KoavuumHy nogaTaka w3
MHPOPMaLMOHOr CUCTEMA XKPTBE U KONMUPAjy UX Ha cBOje cucTeme. Tako NPMKYN/beHU NOAALLM UM CYHKe
3a KaCHWjy NpeTrby KOjOM XKese A0AaTHO Aa NPUCKIE XKPTBY Aa NAaTM U3HOC OTKyNa. YKO/IMKO OU KpTBa
oadvna nnahawe oTKyna, Hanagaun &u 3anpeTnan odjaB/bMBatbEM MPUKYN/bEHUX MOCAOBHUX U JINYHUX
nofaTtaka Le/IoKyMnHoj jaBHOCTH, NyTEM MeaMmja, LTO NpeacTass/ba T3B. ,,[dynay nsHyay”.

Mpenopyka HaumoHanHor LLEPT-a Penydnnke Cpduje je aa ce oTKynHM M3HOC He nnaha, jep ce Ha Taj HauuH
dMHaHCMpPa KPUMUHANHO AeN0Bakbe XaKePCKUX rpyna, Npu YeMy HemMa HMKaKBUX rapaHuuja aa he xpTea
[odutn aekpunumoHe Kibydyese, Unn ga he fodujeHn K/bydyeBM y NOTNYHOCTM omoryhutu mpuctyn u
Kopuwhere nogaTtaka Koju cy duam 3ak/bydaHu paHCOMBEPOM TOKOM Hanaga. Ca apyre cTpaHe, YKONIUKO
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Ce NAaTh OTKYMHU U3HOC, XaKepcKe rpyne ce 4ecto onpeaesbyjy Aa Uy dyayhHOCTM NOHOBE Hanag, Ha UCTY
OpraHusaumjy unm komnaHujy, be3 o0d3mpa Ha NopyKy Aa he, yKOAMKO UM ce MPBU NyT YNAaATU TPAXKEHU
M3HOC, 3ayBEK HECTaTU U3 CUCTEMA Te XKPTBe 1 Hehe ce BuLe BpahaTu.

Mocneamue paHcomBep Hanaga MOry MMaTW BeOMa HeraTMBaH yTULAj Ha mocnoBakbe, NPoduUT, aam 1
penyTauujy opraHusaumje UamM KomnaHuje, 360r yera je 3Ha4aj NpMmeHe NPEeBEHTMBHUX Mepa 3awwTuTe y
MHTEpPecy CBWUX 3aMOCNEHUX Y jeaHOj OpraHusaumju UAM KOMMNAHWjM, Kao M MNOBE3aHUX MOCAOBHUX
napTHepa ca Kojuma je ocTBapeHa Aodpa capaarba. Takohe, 3Hauaj NpUMeHe NPEeBEeHTUBHMX Mepa ce
MOXe 04HOCUTUN N Ha CBE KOPUCHUKE KOjUMa ce Hyae ycayre ogpeheHe opraHusaumje nam KomnaHuje.

MpeBeHTUBHE Mepe, KOje Ce MOry Npeay3eTu y LM/by 3aluTuTe o paHCOMBEp Hanazaa, cy:

1.

N

PNV A~Ww

pPeaoBHO a)kypuparbe onepaTtMBHUX U ananKaTUBHUX codTBepa, Kako du dune npumerseHe cee
AOCTYNHe 3aKpne 3a OTKPUBEHE PatUBOCTH,

CErMEHTUPAHE MPEXKE KOjUM Ce jefiHa Be/IKa Mpexka NPeTBOPU Y CKyMn MarbuUX AeN0Ba MPEXKE,
ynme ce oHemoryhasa dp30 NOTEHLMjaNHO WMpPEHEe MasiBEPA MO LLESIOKYMHOj MPEXH,
WMHCTaNauMja NMLEHUMPaAHOT NPorpama 3a 3alTUTy padyHapa o4, Bupyca 1 mansepa,

pPefoBHO Kpenpake pe3epBHUX KOMKUja CBMUX BAaXKHMX AaTOTeKa M ¢ajiosa,

penoBHO TeCTUPatbe Pe3epPBHUX KOMKja,

yBoherbe 1 npumeHa MynTudaKkTopcKe ayTeHTUdMKaumje Kao JOAATHOT C/10ja 3alTUTE,

KOHTPO/1a NPMCTYNa MHGOPMALMOHOM CUCTEMY Ca YAA/bEHUX SIOKaLM]a,

KOHTUHYMpPaH paj Ha NoAn3akby CBECTU 3anocieHmx o Se3deaHOCHMM NpeTHama, Koju ce Hajnpe
ornepay:

Kpenpary KOMMNIEKCHUX T03UHKM,

npUMeHa NPUHLMNA: jefaH Hanor — jeAHa I03UHKA

Kopuwhetrby cnyOeHUX MMejn Haora UCK/bYYMBO Y KOPNOPATMBHE CBPXE,

nsderaBarby KAMKA Ha JIMHK WAW OTBapakbe NPWIOra y UMejay Koju CTUIHe of HemnosHaTtor
nowmn/baoua, jep ce GULLNHI YeCTO KOPUCTM KAo y1a3HM BEKTOP 3a paHCOMBEP Hanage,

YyyBaky NMYHUX UM GMHAHCUjCKMX NoAaTaKka, O4HOCHO Aa MX He Tpeda AenuTtn nytem: MMejna,
CMC unm yeT nopyka, TenedoHCKOr No3mBa UAN Y AMPEKTHOM PA3roBOpPY ca Heno3HaTMm ocodama,
npoBepy AOMEHAa MHTEPHET CTPaHuUUa Koje ce nocehyjy, umajyhu y Buay Aa ce Ha UHTEPHeTy
HaNasu Be/IMKN dPOj KOMMNPOMUTOBAHUX MHTEPHET CTPAHULA NYTEM KOjUX Ce LMPe MaSULMO3HU
cagpaju.

OcTane mepe npeseHUMje, NPeBaCX04HO YCMEPEHEe Ha NOCN0BHE KOPUCHUKE, MOXKETe NorneaaTti y Haloj

nydankaumju ,,[penopyke 3a 3aWTUTY 04, PaHCOMBEP Hanaaa’’.
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